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E-commerce can

be implemented using mobile agent paradigm which is considered as an

extension to distributed system approach, it supports releasing software though network

nodes involving

its private information to perform its goals. In spite of mobile agent

paradigm importance, it is exposed to numerous attacks, which should be resolved; a well-
known vulnerability of protecting mobile agent information is the truncation attack. This

paper proposes a

new protocol (Co-T1) that incorporates co-operating agents approach and

protocol T1, whereas Co-T1 protocol depends on a monitoring-agent for generating one-time

key pairs, logging

movement hops, and satisfying truncation resilience and attack resilience.

While a bid-agent is used for migrating through an open network to collect offers according
to application requirements in addition to fulfilling remaining security requirements.
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I. Introduction

A mobile agent is a software program that
migrates to visit network nodes for collecting
specific data according to owner restrictions
and its application requirements. It performs
processing during its itinerary to achieve most
suitable requirements of its owner.

There are open -issues related to the
protection of mobile agent against malicious
hosts. Protecting a mobile agent is a hard task
because of the mobility property, where agents
migrate through open networks under full
control of hosting-environments; this implies
the need for securing agent components,
whereas mobile agent consists of several
components: agent code, control flow state
and data state.

With respect to agent's data-state,
researchers have concentrated on detecting
attacks that are against mobile agents rather
than preventing them. So confidentiality and

Alexandria Engineering Journal, Vol. 46 (2007), No. 5, 695-702
© Faculty of Engineering Alexandria University, Egypt.

integrity are considered as important require-
ments for mobile agent paradigm. A well-
known vulnerability of free-roaming mobile
agent integrity mechanisms is truncation
attack, which is caused by cooperation of
multiple malicious hosts to truncate mobile
agents’ information.

This paper focuses on satisfying data-state
security ‘requirements especially truncation
resilience, overcoming Satan’s agent [1] and
issuing attack resilience property.

The rest of this paper is organized as
follows: Section II shows security require-
ments for mobile agent paradigm. Section III
reviews the previous work. Section IV
describes Co-T1 protocol to resolve truncation
resilience and introduces attack resilience
issue. Section V expresses security analysis of
Co-T1 protocol. Section VI analyzes Co-T1
protocol cost and comparative studies. Finally
this paper will formalize our conclusion and
future work.
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2. Security requirements

Agent data-state security requirements
have three categories: primitive security
requirements, integrity requirements and
extra security requirements.

Suppose a mobile agent migrates from
originator host So, it will collect a chain of
encapsulated offers Oi,...,On from different
hosts Si,...,Sn that are selected dynamically
when the agent roams through an open
network.

2.1. Primitive requirements

e Data confidentiality: only the agent’s
originator and data-generating host can
recognize encapsulated data.

e Data authenticity: offers are associated
only to the authorized hosts, e.g. Oi has
information ensures that its generating host
identity is S;.

e Data non-repudiability: host cannot
repudiate its offer once it has been received by
originator, whereas non-repudiability implies
data authenticity.

e Origin confidentiality (Forward privacy): no
host can extract identities of offers’ creators.

2.2. Integrity requirements

o Weak forward integrity: no host can modify
the partial results that are involved by
previous visited hosts during agent’s itinerary.
e Strong forward integrity: no host can
modify the partial results (in case of collusion
or revisiting) that are included by visited hosts
during agent’s itinerary.

e Insertion resilience: no unauthorized host
can insert a fake offer without detection.

e Truncation resilience: any offer that is
attacked to be deleted is detectable.

e Detecting stemming attack [2]: is to detect a
simultaneous attack of two colluders trunca-
tion attack and the insertion of one or more
fake offers in place of the truncated results.
This attack includes Satan’s agents attack [1],
where malicious host freezes bid-agent and
regenerates new agent throwing it through
bid-agent’s itinerary to recollect fake offers
signed by tricked-hosts.

2.3. Extra secunity requirements

e  Publicly verifiable forward integrity: each
host can verify that no modifications take
place for previous offers.

e  Publicly verifiable data integrity: each host
can verify that no modification, insertion or
deletion takes place on encapsulated offers,
whereas publicly verifiable data integrity
implies publicly verifiable forward integrity.

e Authorized re-assign offers flexibility: each
host has the ability to modify or re-assign its
offer without need to save additional data.

e Malicious identification: trusted entity can
identify malicious hosts that perform
undesired modifications.

e Attack resilience: it is similar to fault
tolerance, where it is the ability to re-transmit
corrupted or attacked mobile agent from check
point rather than its originator to continue its
life cycle achieving its goal.

3. Previous Work

In this section, different proposals are
reviewed, which are achieved towards facing
impedances of mobile agent paradigm,
especially in mobile agent data-state security.

There are some efforts that are considered
as the core technicality of mobile agent data-
state security, such as Partial Result
Authentication Code (PRAC) [3], Hash
Chaining (HC) [4], and Set Authentication
Code (SAC) [5].

PRAC protocol [1] provides mobile agent
with a set of secret keys used to calculate
MAC (Message Authentication Code) using a
one-way hash function to produce a key
associated with the current host from an
initial secret key given by the originator.

HC protocols [4] are considered as
extensions to Yee’s protocol [3], where they
use a chain relation and generation of keys for
each host in addition to that every
encapsulated offer depends on binding of a
nonce with an offer and binding previous offer
with next host identity to achieve chain
relation through encapsulated offers.

SAC protocol [5] provides authorized re-
assign offers flexibility where a host can
reassign or modify its offer without need for
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saving additional data, this is developed by I'()
function which is wused to achieve offer
integrity proof.

There are other proposals, which depend
mainly on previous mentioned protocols, such
as Modified SAC [6], [2, 7, 8 and 9].

MSAC protocol [5] is considered as a
modification to SAC protocol, where it modifies
the way of exchanging signing-keys, whereas
each host generates its key entirely rather
than communicates with th originator.

References [2, 7, 8 and 9] provide other
methods trying to satisfy truncation resilience.

Approach T1 [7] provides a good comment
about key fabrication cgtegorization.

4. Proposed protocol |

The proposed protocol (Co-T1) incorporates
and extends co-operating agents protocol [10]
and approach T1, whereas it uses a
monitoring-agent for generating one-time key
pairs and logging movement hops, while a bid-
agent is used for migrating through network to
collect offers. Co-T1 protocol has the ability to
fulfill data-state security requirements
especially truncation resilience, overcome
Satan’s agent [1] and issue attack resilience

property.

4.1. Assumptions

There are some basic assumptions that
should be demonstrated, these are expressed
in the following points:
e Home host is not
e PKI (Public Ke;
supported. ‘
e Public key of certi*led authority is known
to every network node.

e Any host can rec¢gnize sender’s identity
from its public key [9]. '
e Each visiting host should assign an offer
whether it is meaningful or dummy.

e For every authorized reassigning offer, it
should consider modi.fled offer as a new one
with a new key pair. |

e There is a symmetric key that is known for
all TSPs, where it is used in the confidential
channel of monitoring—wagent migration.

alicious.
Infrastructure) is

Table 1

Model notations
ITagent An agent’s code.
TTP/ TSP Trus}ted third party/ Trusted service
provider
Am Monitoring-agent.
Ab Bid-agent.
So , ID of the originator.
Si ID of serveri, 1sisn
Oo Dummy offer of originator.
S An offer (a partial result) that is generated
¢ by Si.
Oi An encapsulated offer.
o O; The chain of encapsulated offers from So
0y.00,\Ji to Si-
Ti A nonce that is generated by S..
tnsi ~ Temporary nonce that is generated by Si.
hi Hash function of (Oi.1, Hi+1)
AL Additional information can be used for
' satisfying attack resilience.
NHClis Next Host Cooperation Information that is
g created for negotiation of TSPi+1 and Si+1.
Yk=1toi (m) Collection of m,mz,..., mi.
A-B:m A sends message m to B.
Ab/m[content] (bid/monitoring) Agent includes content
Us Unbroken chained-offers length at
‘ iteration i.
Table 2

Cryptographic notations

(ui ,ui) A public/private key pair of server Si.
A one-time public/private key pair to be
(i 1) used by Si1 and Si, where key pair is
generated by Am.
Encu(m) A message m .encrypted with the public
key ui of Si.
5 A signature of Si on message m with its
Sigui(m) private key ui .
: A verification function which verifies O:
Ver(O;, 1) ; :
using pi.
H A one-way, collision-free hash function
(m) ;
applied on m.
Message m is sent through confidential
{m} channel using a symmetric key that is
known for all TSPs.
4.2. Notations

This sub-section describes some notations
concerning the mobile agent paradigm, these
notations are illustrated in table 1 and table 2.

4.3. Description of Co-T1 protocol

This sub-section describes Co-T1 protocol
including initialization step, first visiting host,
and generalizes it for host S;. Firstly, home
host generates bid-agent (A,) and monitoring-
agent (Am), each of which is directed to
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different destination and has its private
information for coordinating with each other.

Bid-agent (Ay) migrates through hosts,
which have bids that should be collected
according to agent’s owner restrictions, while
monitoring-agent (Am) migrates through TSPs
for logging bid-agent’s itinerary. Bid-agent
decides next migration according to
environment data, private information, and
data collected during its itinerary, while
monitoring-agent decides its migration to the
nearest TSP according to next migration of
bid-agent.

Bid-agent begins with home host So,
collects offers through Si’s, coordinates with
monitoring-agent and returns to home host
Sn+1, while monitoring-agent migrates from So,
goes through selected TSPs and ends at home
host.

Initialization - At home host:

So— CA : [ Sigw(S1,TSPs, tnso)].

CA — So : [ Sigca(us ,ursp1, tnso)].

So : generates ri, Y1i, Hi1.

So : ho = H(ITab,111).

So: Op = Sigyo [ho, 11].

So — S1: Ap [Oo , Sigwo (Encui (r1), TSP1, ursei)].
So — TSP; :Am [Sig o (Encurspi(r1 , p1 ,H(IIam)),

vi, Sl’ H )]
The originator So specifies the first
iteration  (S1,TSP;), correspondingly, it

communicates with Certified Authority (CA) to
get S; and TSP; public keys, where this
communication needs only two messages
rather than three [7], whereas CA does not
care for ensuring host availability or key
arrival confirmation. So creates dummy offer
and releases the agents to their respective
destinations.

At Host 1: !

TSP; — CA : [ Sigrspi(So ,tnlrspi)].

CA — TSP : [ Sigca(vo ,tnlrspi)].

S1— CA : [ Sigui(So,tnlsi)].

CA — S; : [ Sigca(vo ,tnlsi)].

S; : Ver(Oo, vo), extracts (p1,ho).

S1 — TSP;: Sigy1 [Encrspi(r:, Sz, Ui)].

TSP; — CA : [ Sigyrspi(S2, TSP2,tn21sp1)].

CA — TSP : [ Sigca(v2, Ursp2,tn2tspi)].

TSP, : generates r2, n2, H2.

TSP; : NHCI2= Encyz(r2, S2,TSPy).

TSP; — So: Sigu'rsn[ Encuo( TSPz, r2, U2, Sz, H2,
12), Ursp2].

TSP; — Si: Sigurspi [Encui(r:, 1), NHCIz, B2l

S1 — TSP:: Sigyy [ Encyrspi(ri, Alh )]

S1 : hy = H(Oo, n2).

S1: 01 = Sigy [Encyo(01, 11), hi, p2).
TSP1—TSP2:Am|[{So,U0,H(ITam)}, Lk=1t02 {(Tk,
Uk, Sic, Bk, W)}

S1 — S2: Ap [(Oo, O1), Sigyu1(NHCI)].

Each hosting-environment verifies the
immutable-part of visiting agent. A, sends
next migration information to its Am that
replies with a key pair, A, creates its
encapsulated offer, and migrates to next host
with a chain of encapsulated offers and NHCI.
after encrypting it with p;.

At Host i (iteration i):

Si— CA : [ Sigui(So, tnsi)].

CA — S; : [ Sigca(vo, tnsi)].

Si: Ver(Oo, vo), Ver(O1, H1),..., Ver(Oi1, Hi-1).
Si— CA : [ Sigui(TSP;,tn2s;)].

CA — S; : [ Sigca(urspi,tn2si)].

Si — TSP;: Sigyi [ Encrsei(ri, Sit1, Ui)].

TSP; — CA : [ Sigrspi(Si+1, TSPi1,tnrspi)].

CA — TSP; : [ Sigca(vi+1, Urspi+1,tnTspi)].

TSP; : generates ri+1, Hi+1, Hi+1.

TSPi: NHCIi+1= Encum(rm ’ Si+1,TSPi+1).
TSP;—So: Sigurspil ENCuo(TSPi+1,Ti+1,Uis1,8i+ 1, Hiv1
»Wi+1),UTspir1].

TSP; — Si:Sigrspi[Encui(ri, 1), NHCIis1, 1i, i)
Si — TSPi: Sigu.i [ Enc-rsp;(ri, AIi ) ]

Si:hi= H(Oi-l, ui’rl)-

Si: O; = Sigpyi [Encyo(0i, 1i), hi, Bis1].
TSPi—TSPi+1:Am[{So,U0, H(ITam)}, X k=1to i+1
{(ri, Uk, S, P, L}

Si — Sis1: Ab [(Tk=0 to i Ox),Sigpi(NHCIi+1)].

The verification processes at iteration i are
performed by co-operating agents, where Am
verifies ITam and (Ui==i), while A, performs two
sub-processes, first is verifying Ilas by the
existing one in ho, second is verifying chained-
offers integrity, where it compares H(Oj.1,pj+1)
with h; which is existed in Oj. This sub-
process is achieved by decrypting Oo to extract
Hi1, where 11, is used to decrypt O; and extract
p2 and so on. As integrity chain verification
calculates Ui.

Iteration i is repeated from host Sz to S till
the two agents return to home host Snsi,
where the monitoring-agent will generate next
one-time key pair rather than So.

At last iteration n, Am migrates to home
host carrying only required information such
as H([Tam) rather than all iterations data which
are gradually sent to home host through key

698 Alexandria Engineering Journal, Vol. 46, No. 5, September 2007



G. Helmy et al. / Mobile agent paradigm

|

\
list messages. Received required-information
should be decrypted by home host for verifying
Mam.

5. Security analysis

Co-T1 protocol uses one-time private key
1 as an authenticity tool for the assigned
offer, while generated nonce r; is used as an
indicator for Am and Ap to negotiate. On the
other hand, it is usefpl to hash agent’s code
for avoiding Satan’s agents [1]. These
considerations enable most security properties
to be satisfied, where Co-T1 protocol should
be investigated by security requirements that
are presented and discussed in section II.
Data confidentiality: each offer is encrypted by
the originator’s public key uvo; therefore So can
only decrypt it. During key transportation,
each 1 is encrypted by u;, so no one else S;
and Am know pj, this is considered as key
confidentiality. Similarly, each r; is encrypted
by receiver’s public key or home host’s public
key. Confidential channel between TSPs also
enables data confidentiality.
Non-repudiability: Ab éFends key confirmation

message for ensuring key arrival. Each offer is
signed by pj; therefore S; cannot deny its offer
once the agent carries O; and returns to the
originator So.

Strong forward integrity: key leakage problem
is resolved by key confidentiality that is
applied by the monitoring-agent behaviour.
Insertion resilience: a malicious host tries to
insert unauthorized offer, it will need one-time
private key corresponding to one-time public
key, which is enca%ulated in the previous
offer, so it will be detectable because of key
confidentiality. So knsertion resilience is
satisfied.

Truncation resilience: truncation resilience is
satisfied because malicious host needs next
one-time private key to continue chain, e.g. let
a malicious host truncates the chain at k,
then it needs one-time private key uk+1 to
continue chaining, where it is impossible
because of key confidentiality.

Detecting stemming attack: corresponding to
detecting deletion and insertion besides a
property of key confidentiality, then detecting
stemming attack is satisfied. H(ITam) and ho

are used to protect TSPs and hosts
respectively from Satan’s agents [1].

Forward privacy: each encapsulated offer O;
includes pi«1 which is considered as host
identity indicator. Therefore the identity of S;
will not be disclosed to others (except Am) by
examining O;.

Publicly verifiable data integrity: each host S;
verifies the integrity of encapsulated offers
chain Ok (k=1...i-1) begins from Op to Oii,
extracting ui,..,J. In addition to integrity
verification, it also verifies agent code
authenticity by verifying ho and H(IIam) with
the code of visiting agent.

Authorized re-assign offers flexibility: Co-T1
protocol assumes that for every authorized
reassigning offer, it should consider the
modified offer as a new one with a new key
pair, which does not imply re-assigning
flexibility.

Malicious identification: each host performs
verification process so it can detect that
previous host is considered as a malicious
entity if there is data integrity attack.

Since multiple collusive hosts which do
not contact A, to obtain the authorized keys,
data integrity attack can be detected when
bid-agent arrives at honest host.

The identity of the malicious host(s) can be
extracted by comparing the list of visited hosts
(which are collected from encapsulated offers)
and the A table.

Attack resilience: attack resilience is
illustrated by Co-T1 protocol occupying Al
field into key confirmation message.

There are four cases for showing attack
resilience, which are related to
NHCIi:1=[Encyi+1(tis1, Si+1, TSPis1)]:
1)When the bid-agent resides at its correct

host:
a. If NHCI; is changed, but it is still signed
by i, this implies malicious host S; to be
identified.
b. If Signi(NHCI;+1) is changed entirely, where
malicious identification is not satisfied,
whereas the monitoring-agent can not specify
which host modifies it, then the monitoring-
agent tries to resolve NHCI.1 continuing its
bid-agent life cycle.
2)When the bid-agent is lost, where it is at
honest host:
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a. If the bid-agent Ay, has its monitoring-
agent An status, they can be reconnected after
An is timed-out.
b. If the bid-agent has no information about
its monitoring-agent, it communicates with
home host to get its A, status for continuing
its life cycle.

While the monitoring-agent is not timed-
out, it refuses any communication with a bid-
agent that has invalid status.

6. Cost analysis and comparative studies

This section presents theoretical estimated
cost for the Co-T1 protocol. This is followed by
comprehensive comparative studies of this
cost with T1 protocol.

6.1. Cost analysis of Co-T1 protocol

To investigate cost analysis, it is required
to assume a scenario, where a bid-agent
migrates through n nodes beginning from So
till it returns again to home Sj.1. Table 3
introduces notations required for cost
analysis.

There are four variables, which are
involved in cost analysis, such as encryption
cost, hash cost, message serialization and
migration cost (agent serialization cost).

The overall cost 1is composed of
initialization cost, iterative cost and home host
offer extraction cost, where each of which is
considered as an estimation for the respective
actual cost.

Table 3
Cost analysis notations

e Average encryption cost.

d Average decryption cost.

h Average hash cost.

Bav Average block size, which equals
encapsulated offer size

msg Message serialization cost for Bav.

mig  Agent migration cost for Bav.

Ec Encryption cost.

Hc Hash cost.

Mc Message cost.

MGc Migration cost.

Initialization cost:

Egs. (1-3 and 4) show the initialization
cost for key transportation, creating integrity
checksums and agents migration.

Ecinitial = Te + 2d. (1)
Hcinitiat = 2 h. (2)
Mcinitial = 2 msg. (3)
MGiniiat = 4 mig. ' (4)

Iterative cost: :
Egs. (5-8) show the four variables of
iterative cost for n iterations.

Eciterative = [€*19n+d*18n+d*n(n+1)/2-3e-4d]. (5)

Eq. (5) shows the iterative encryption cost
which includes the following sub-costs for
each iteration:

1. Si sends request to CA for getting public
key of Sy, it costs (2e+2d). S; applies integrity
proof, which needs i decryption processes
(i*d). Ap decrypts receipt NHCI;, it needs two
decryption processes (2d).

2. S; sends request to CA for gettiig public
key of TSP, it costs (2e+2d).

3. A, needs two encryption processes for
sending next host information, which costs
(2e). Am needs two decryption processes for
extracting vo, H(IIam) and current iteration
information, it costs (2d). Am extracts next
host information by two decryption processes
(24d).

4. An requests CA for getting public keys of
Sis1 and TSP, it costs (2e+2d). Am creates
NHCI;+1, it costs (e). Am sends to home host a
key list of next iteration which is decrypted by
So, it costs (2e+2d).

5. Am sends one-time key pair to Ap, which
costs (2e). Ap extracts its one-time private key
by two decryption processes, and sends key
confirmation message by two encryption
processes, then they cost (2d+2e). Am decrypts
key confirmation message for non-
repudiability by two decryption processes (2d).
Ap, encapsulates its offer which costs two
encryption processes (2e).

6. A, signs NHCIi1 by its one-time private
key for data authenticity, which costs (€). Am
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encrypts
{(ri+1,0i+1,Si+1, Piv1,i+1)}

next iteration

information

into confidential

channel by a symmetric key to be serialized to

next TSP, which costs (g).

Since TSP; in first
vo from CA which cost:
for confiding home

iteration data, and no | need

(-2e-2d), so encryptio

(2€). While for iteratio

costs 4 and 6, but it
data by last TSP and
reduced by

(-5e-4d)| Eventually

iteration needs getting
(2e+2d) and needs (2¢€)
ost key and current
for sub-cost 2
cost is increased by
n, no need for sub-
eeds signing required
0, SO encryption cost is
iterative

encryption cost is reduced by (-3e-4d).

Hciterative = [(n+2)(n+ 1)/

-1+n]*h 6)

Eq. (6) shows iterLtive hash cost, where
each S; applies integrity process which needs

applying i iterations of

one-way hash function,

in additional to creating its offer which costs
one extra. While each TSP verifies Ilam.

Mciterative=10n-1 msg.

(7)

Eq. (7) shows iterative message cost, where
each iteration needs 10 msg except iteration n
which needs 9 msg, whereas no need for TSP,
to send next keys information to So.

MGciterative= [(n+2) (n+3)

(n+1) (n+2)/2-2]*mig.

2-4+
(8)

Eq. (8) shows iterative migration cost,

where each
encapsulated i+1 offe

iteration

requires serializing
rs in addition to next

host information which is not required for

iteration n.
serializing its tables

Each iteration also requires

costs (i+2)*mig, with

assumption of serializing table entry equals
serializing encapsulated offer, where at last

iteration An carries on
overall table.

ly required data not the

Home host offer extraction cost:

Home host performs verifying its dummy

offer, extracting offers

by one-time public keys

and up, and decrypting required data which

are sent by last TSP

Where eqgs. (9 to 12)

show Home host offer extraction cost.

Ecoffer extraction = (2 n+3) *

e. 9)
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Hcoffer extraction = (n+2) * h. (10)
MCoffer extraction = 0. (1 1)
MGCojfer extraction = 0. (12)

Then, the overall costs for the four
variables of cost analysis after assuming e=d,
are summarized by egs. (13 to 16).

ECovera=[0.5n2+39.5n+5] * e. (13)
Hecoverar=[0.5n2+3.5n+4] * h. (14)
Mc?uerazF[IOn+1] * msg. (15)
MGeoverar=[n2+2(k+2)n+2(k+1)] * mig. (16)

Egs. (13-14 and 16) are considered as
O(n?), while eq. (15) is O(n), with respect to eq.
(16), it is calculated after assuming agent-code
migration cost, where Size (ITam) = Size(ITab)
=k* Bav.

6.2. Comparison between Co-T1 and T1 protocols

This sub-section presents a comparison
according to cost analysis variables between
Co-T1 and T1 protocols, where it is illustrated
in table 4.

Table 4 presents four variables of cost
analysis, whereas it shows that encryption
cost is better in Co-T1 protocol rather than T1
protocol, which uses protected list of already
visited host, where it adds additional cost.

Migration cost of Co-T1 protocol is higher
than T1 protocol, where the former has
additional cost which is monitoring-agent
migration. Although migration cost is worse in
Co-T1 protocol than T1 protocol, it satisfies
attack resilience. Message and hash costs are
almost the same for the two protocols.

Table 4

Comparison between Co-T1 and T1 protocols
Variables . Co-T1 Protocol T1 Protocol
Encryption 0.5n2+39.5n+5 1.5n2+38.5n+30
cost
Hash cost  0.5n2+3.5n+4 0.5n2+2.5n+2
Messages 10n+1 8n+6
Migrations n2+2(k+2)n+2(k+1)  0.5n2+(3.5+k)n+(3+k)
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7. Conclusions and future work

In spite of mobile agents are supported to
the electronic commerce. However they are
vulnerable.

Co-T1 protocol is not only capable of
achieving most of data-state security require-
ments, but it also able to detect malicious
activities in addition to identifying the mali-
cious hosts. Attack resilience issue has been
proposed, and is occupied through key confir-
mation in Co-T1 protocol, on other hand; it is
supported when bid-agent is lost. Eavesdrop-
ping can exploit the communications of CA.

Reliability issue should be taken into
account in future work, where the persistence
of coordinating agents. Attack resilience needs
more investigation in our future.

Re-assign offers flexibility has not been
achieved, so it has a position in future work,
where it will be satisfied by using SAC protocol
as integrity chain. Co-T1 protocol should not
be restricted to TSPs existence.
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