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A new scheme for transmitting sensitive data is proposed, the proposed scheme depends on 

partitioning the output of a block encryption module using the Chinese Remainder Theorem 

among a set of channels. The purpose of using the Chinese Remainder Theorem is to hide 

the cipher text in order to increase the difficulty of attacking the cipher. The theory, 

implementation and the security of this scheme are described in this paper. The security of 

the proposed scheme was proved equivalent to the security of the underlying block cipher 

used. However, due to the non-uniform distribution of the scheme output there is a 

theoretical probability for the adversary to distinguish the scheme output from true random 

output. 

يقترح البحث طريقة جديدة لإرسال البيانات الحساسة. تعتمد الطريقة المقترحة علي تشفير البيانات ثم حساب بواقى ناتج التشفير 
نسبة لبعضها و هو ما يسمي نظرية البواقي الصينية ثم ترسل البواقي عبر عدد مساو من قنوات لبالنسبة لعدد من الأعداد الأولية با

يتم إختيار القنوات المستعملة في نقل البيانات من  تقبل بإجراء العملية العكسية للحصول علي البيانات المرسلة.الإتصال. يقوم المس
عدد أكبر من القنوات المتاحة وهذا من خلال إستعمال مولد أرقام عشوائية. يتم إختيار أطوال وحدات البيانات المرسلة  بحيث تكون 

ل قناة حاملة لأهمية متساوية. وتتكون الطريقة من مرحلة إعداد تتم مرة واحدة تليها مراحل الأطوال متساوية وهذا لكي تكون ك
وقد تم إثبات أن كسر الطريقة المقترحة مكافئ لكسر طريقة التشفير و هو الشرط اللازم لإعتبار  إرسال تتكرر عند كل إرسال.

مهاجم النظرية أن يميز ناتج الطريقة من بيانات رحة عيب وهو إمكانية المقت الطريقة مناسبة لإرسال البيانات الحساسة ولكن للطريقة
 عشوائية.
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1. Introduction 
 

As the need to protect sensitive data 
against different threats [1, 2] increases the 
study of cryptography becomes of greater 
importance [3]. 

Encryption is the cryptographic primitive 
mostly used in protecting the secrecy of the 
data. Block encryption can be viewed as a 
mathematical transformation between the set 

of source blocks of size NS bits and the set of 

encrypted blocks of size NC bits through a 

mapping function and a parameter K that is 

called the encryption key. The form of any 

block encryption is C = EK (P) for some 

PN}1,0{P   and CN}1,0{C  . The inverse 

transform known as the decryption is 

)C(DP K . 

The Chinese Remainder Theorem CRT ‎[1] 

states that if 1k10 q...q,q  are k pair wise 

relatively prime positive integers and a0,  a1…  

ak—1 are positive integers then there exists 

exactly one integer a where qa 0  for 








1k

0i

iqq  such that ki0forqmodaa ii  . 

The integers 1k10 q...q,q   are called the 

moduli while the integers 1k10 a...a,a  are 

called the residues. The Chinese Remainder 
Theorem CRT has well known applications in 
both secret sharing and error correcting codes 
[4]. 

In this work, block encryption and the 
Chinese Remainder Theorem will be combined 
to produce a scheme for transmitting sensitive 
data over multiple channels. 
 
2. Overview of the proposed scheme 
 

The proposed scheme assumes the 
existence of A  transmission channels between 
the sender and the receiver parties from which 

S Channels are chosen using some selection 

criteria. 
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The original message or plain-text is 
divided into units that are referred to as super 

blocks of N bits. The super blocks are 

encrypted using an encryption module that 
operates using a block encryption scheme 

)( BEK
 of block size BN bits where N is equal 

to BLN  for an integer L. The encryption is 

performed using an appropriate mode of 
operation such as Cipher Block Chaining, CBC 
‎[1] [1, 2]. Each super block is treated as an N 

bit integer. 

A set of S relatively prime moduliq0, 

11 Sq...q  are selected such that 2N  110 Sq..qq  

then the N bit integer CRT remainders 

1S10 r...r,r   with respect to the selected S 

moduli are calculated then sent over the 

selected S channels. The Selected S channels 

are used to transmit the remainders while the 
rest of the channels carry some irrelevant data 
in order to decrease the ability of the 
adversary to determine the used channels.  

At the receiver side, the inverse of the CRT 

is applied to get the original N-bit cipher super 

block, and then a decryption module )( BDK
 is 

used to get the original N bit plain-text. 

The application the CRT to the output of 
the encryption module aims to hide the cipher 
from the adversary in order to prevent the 
adversary from taking benefit of any property 
of the cipher. 

 

2.1. Selection of the channels 
 

     The selection of the “S” channels out of the 

“A” available channels should be done in a 
way that prevents the adversary from telling 
which channels carry relevant data and which 
ones do not. The proposed selection criterion 
is based on selecting pseudorandom numbers 

in the range  10 A, . The generator is run on 

both sides of communication S times to select 

the S channels. 

 

2.2. Selection of the moduli 
 

It is important to determine the range of 
values for the moduli used in the Chinese 
Remainder transform. Assuming that, the size 

of the super block is N bits, and that it can be 

treated as an N-bit integer. The modulo 

operation can be considered as a mapping 
between the N-bit data space and the residue 

space. Accordingly any super block b can be 

mapped to a remainder rsuch that qr 0  

and r=b mod q where q is the selected 

modulus.  

Assuming a random variable B that 

denotes the possible super block integer value 

and a random variable R that denotes the 

possible values of the residue, the joint 
probability between the two random variables 

can be represented as N/q)rR/bB(P 2 .  

In order to decrease this probability we 

either increase the super block size N or 

reduce the value of the modulus q. In order to 

decrease the value of all moduli the size of all 
of them can be chosen to be around the value 

[N/S]. 

 

2.3. Number of channels 
 

The maximum number of channels used in 
the proposed scheme has been estimated 
as )Nlog/N(OSmax  . This estimation is based 

on the fact that the maximum number of 
relatively prime numbers that can be selected 

to be less than or equal to a given integer x is 

)xlog/x(O  and the assumption that the 

length of the selected moduli will be [N/S]. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.1. Proposed scheme block diagram. 
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2.4. The super block size 
 

The super block size N is selected as a 

multiple of the block size NB of the encryption 

scheme used such that BLNN  . The selection 

of the multiplier L is governed by some factors.  
1. The loss resulting from representing the 
remainders of the Chinese Remainder 
Theorem on fixed word length machines. For 
example if the Advanced Encryption Standard, 

AES is used as the encryption method with S= 

10 and N= 128 bits i.e. L = 1, then each 

channel will carry 12.8 bits or practically 13 
bits so 2 bytes are used which leads to 18.75% 
loss in the bandwidth. If the super block size 

is taken to be 512 bits i.e. L = 4, each channel 

will carry 51.2 bits or practically 52 bits so 7 
bytes are used leading to only 7.14% loss in 
bandwidth. 

The network algorithms used to manage 
the queuing of data. For example in some 
implementation of the TCP/IP the Nagle 
algorithm is used in order to reduce the 
network overhead. The application of that 
algorithm results in the buffering of data till a 
certain threshold is reached then this data is 
sent as one packet. The use of larger 
remainders will result in faster filling of buffer 
and therefore increasing the throughput. 

2. As the value N increases the length of the 

moduli selected increases. This will increase 
the effort needed by the adversary to guess the 
moduli. 
3.  

 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

Fig. 2. bandwidth loss. 

3. The detailed scheme 
 

The proposed scheme is composed of two 
phases: 
1. The setup phase, during this phase the 
setup for the scheme will be done. This phase 
is done once or every a relatively long interval. 
2. The session phase, during this phase the 
actual transmission is done between the two 
parties. The session phase starts as soon as 
the setup phase ends and is repeated while 
the setup configuration is valid. 
 

}

();

)(

conditionsoutside representsIsValid//

();

{

()

Session

IsValidwhile

SetupPhase

Scheme

 

 

3.1. The setup phase 
 

In order to setup the environment for the 
proposed scheme the following steps should be 
done: 
1. Selection of the Encryption method, its 
parameters and mode of operation. For 
example if we decide to use AES in the Cipher 
Block Chaining, (CBC) mode, both the 
Encryption key and the initial vector should be 
selected. An important parameter to be set is 

the super block size   
BLNN  . 

2. Establishment of the set of available 
channels. 
3. Selection of the number of channels used 
in the communications “S”, this number 
should be selected such that it is possible to 
select at least S relatively prime integers to be 
used in the CRT. 
4. Selection of the S channels out of the “A” 
available channels. This is done through the 
use of a suitable pseudorandom number 
generator ‎[3]. The main condition of the 

random number generator is to produce a full 
cycle of values in the range ]A,[ 10  . The 

output of the pseudorandom generator is 
taken to represent channels Identifiers 
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]A,[ 10   so the generator is run S times to 

generate the S channels identifiers selected for 
the session.  
5. Selection of the moduli. Two ways for 
using these moduli are proposed 
a. The static assignment of moduli: generate 
a number of moduli equal to the number of 
channels A, such that each channel is 
assigned a static modulus. It should be kept in 
mind that from the generated A moduli any S 
moduli can be used to represent the output of 
the encryption module using the CRT.  
b. The dynamic assignment of moduli: 
generate only S moduli sufficient to represent 
the output of the Encryption module using 
CRT and on each session the S moduli are 
assigned to the S selected channels. 

The output of the setup phase represents 
the key for the proposed scheme and so some 
sort of key exchange protocol should be used 
in order to exchange the output of the setup 
phase. 
 

3.2. The session phase 
 

The session phase refers to the steps that 
should be done on each transmission. It 
involves activities on both sides of the 
transmission.  

In the following discussion the two parties 
will be referred to as the sender and the 
receiver. Every session starts as soon as the 
previous session ends. The operations Input 
Wait, channels Input Wait, and channel Read 
will be assumed to be blocking operations.  

The session does not start as soon as the 
data arrives in order to keep the synchroniza-
tion between the sender and the receiver 
parties. It should be noted that the first 
session starts as soon as the setup phase 
ends. In the following, the two different 
implementations for the Sender and the 
Receiver will be discussed. 
 

3.2.1. Sender session 
The Sender has a message M that should 

be delivered to the receiver. The protocol steps 
used by the sender are: 

1. Select channels: this step selects S 

channels from the Available Channels using a 
pseudorandom number generator. After 

selecting the channels the moduli are assigned 
to the corresponding channels. 
2. Wait for input: this step waits until there 
are data available for sending. This operation 
is a blocking step. When the data is available 
steps three to six will be repeated until the 
input is consumed. 

3. N bits of data are read from the input 

stream. If the amount of remaining data is less 

than N, the data will be padded as appropriate 

by the application. 

4. The N-bit super block will be encrypted by 

the encryption module. As mentioned earlier, 
the encryption module depends on a block 
cipher algorithm such as the Data Encryption 
Standard DES or the Advanced Encryption 
Standard AES. 
5. The super block is represented as an N bit 
integer. For every channel the remainder of 
the integer resulting from the previous step 
will be calculated with respect to the modulus 
associated with the channel. 
6. The calculated residues will be sent on the 
corresponding channels as packets of data. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

Fig. 3. Sender flow chart. 



A.S. Abdelhamid et al. / Transmission of sensitive data 

643       Alexandria Engineering Journal, Vol. 43, No. 4, July 2004        

 

3.2.2. Receiver session 
The receiver party receives the data sent 

over the channels and reconstructs the 
Message using the following steps: 
1. Select channels: this step is equivalent to 
the corresponding one on the sender side.  
2. Wait for channel inpu: this step waits until 
there are data available on the different 
channels. This operation is blocking. When 
the data is available, steps three to seven will 
be repeated until end of transmission. 
3. For every channel, an integer r is read that 
is the remainder sent on the channel. 

4. The S integers read from the S channels 

are used in the inverse Chinese Remainder 

Theorem operation to produce an N bit integer. 

5. The integer is represented as an N bit 
super block suitable to be input to the 
decryption module. 
6. The resulting super block is decrypted 
using the decryption module. 
7. The decrypted data is written to the output 
stream. 
 
4. Security of the proposed scheme 
 

In this section we analyze the security of 
the proposed scheme.  The analysis will start 
by demonstrating some probabilistic charac-
teristics of the scheme 

Theorem: The remainders of the CRT are 

independent. 

Proof: Suppose that the output of the 

encryption module is an N bit value x. Let p 

and q be two of the S moduli and let Y, Z be 

random variables denoting the values of  

pmodx  and qmodx  respectively. 

Let pmodxy   and qmodxz  . According to 

the Chinese Remainder Theorem the ordered 

pair )z,y(  uniquely identifies x in the ranges 

of values ]1pq,0[  , ]1pq2,pq[   and so on. 

This implies that pq/)zZyY(P 1 . It 

is clear that p/)yY(P 1  and q/)zZ(P 1 . 

The result of the previous steps imply that 

)zZ(P)yY(P)zZyY(P   so the two 

random variables are independent. 
By generalizing the above proof, it can be 

proved that the remainders obtained by the 
Chinese Remainder Theorem are independent. 

Based on this a probability model will be built 
to describe the output. Let the random 

variable C denotes the N-Bits output from the 

encryption module and define a set of random  

variables  Ri for Si 0  such that Ri denotes 

the CRT remainder with respect to the 

modulus qi. The probability distribution of 

such random variables for ii qmodcr  can be 

defined as: 
 





 






otherwise

c)cC(P
)rR..rR

,rR(P

N

SS
0

20
1111

00

 

 
Based on the stated probability relation 

there are two sets of values that can never 
appear in the output of the proposed scheme: 
1. The set of remainders corresponding to the 

values c such that 1S10
N q....qqc2  .  

2. For each channel the set of values defined 

as  i2i
l

i qlogl2xq:x i  . 

Based on these results the insecurity of 
the proposed scheme can be computed. The 
insecurity is defined as the probability of 
distinguishing the output of the scheme from 
a truly random output. 

In order to compute the insecurity of the 
proposed scheme a distinguishing experiment 
will be constructed. The experiment operates 
on two models: 
3. A model that uses the proposed scheme 
and takes as input N bits data and outputs S 
values corresponding to the CRT remainders of 
the cipher text for each N bit input. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 4.  Receiver flow chart. 
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4. A model that takes as inputs N bits data 

and outputs S truly random values of the 

same length as the corresponding values in 
model one. 

The purpose of the experiment is to 
distinguish between the two models using a 
distinguishing algorithm that outputs true if 
the examined model uses the proposed 
scheme and false if not. 

The distinguishing algorithm checks if the 
output of the examined model belongs to the 
output set not producible by the proposed 
scheme and accordingly makes its decision. 
The algorithm works under the assumption 
that both the S selected channels and the S 
moduli corresponding to the channels are 
known. 

The probability that the algorithm outputs 
true if model one is examined is 1 while the 
probability that the algorithm outputs true if 

Model two is examined is 1S10 lllN 2...22/2  for 

 i2i qlogl  . The probability of success of the 

distinguishing algorithm is given by the 
difference between the two probabilities, 

i.e. LN
D 21P   for 







Si

0i

ilL . It is clear that 

the minimum value of L is N+1 

giving 5.0PD  . 

In order to increase the success probability 
the adversary can repeat the experiment t 
times. In that case the 

probability  tLN
D 21P  . This term repre-

sents the insecurity added to the insecurity of 
the underlying encryption through the appl-
ication of the CRT. 

The calculated insecurity in spite of being 
relatively high does not represent a real life 
scenario because the distinguisher assumes 
that the adversary knows the channels 
selected for the session and the moduli used 
to calculate the remainders. These assump-
tions mean that the adversary has access to 
part of the system key which is not realistic 
and can justify the high insecurity. 

In the realistic case if we assumed that the 
adversary has an algorithm called the CRT 
breaker that given a set of channels carrying 
CRT remainders of encrypted blocks can re-
cover information about the transmitted plain 

text. The adversary can use CRT Breaker to 
break the underlying encryption scheme 
simply by calculating the cipher text 
remainders with respect to a set of relatively 
prime numbers and then use the CRT Breaker 
algorithm to gain information about the plain 
text. 
 
5. Experimental results 
 

In order to demonstrate the effect of 
applying the CRT on the output of encryption, 
a basic analysis was performed on the outputs 
of an implementation of the proposed scheme.  

The following graphs show the distribution 
of ones and zeros of the different remainders. 
The results were obtained by applying the 
scheme using 4 channels and AES with 128 
bits key and N=128 and channel width of 33 
bits. 

 
 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.  5. Channel 1 statistics. 
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Fig. 6. Channel 2 statistics. 
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Fig. 7. Channel 3 statistics. 

 

It is clear from the above figures that the 
distributions of ones and zeros on all the 
channels bits are around the fifty percent and 
these results show that applying the proposed 
scheme kept the distribution of the output 
data. 
 

 

 
 
 
 

 

 

 

 

 

Fig.  8. Channel 4 statistics. 

 

6. Conclusions 
 

In this paper a new scheme for 
transmitting sensitive data is introduced. The 
underlying theory, detailed algorithm and the 
security analysis of the proposed scheme are 
presented. 
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