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The need for the encryption of the image data is becoming increasingly important as the
Internet and Multimedia systems grow in size and popularity. This paper presents a
comparison between the application of data encryption standard (DES) as a strong
encryption algorithm that takes long time to be cracked on two different kinds of images,
bitmap and JPEG (joint photographic experts group) images. It shows the results of
encryption on both kinds of images, determines the best one for DES application to
achieve a perfect hiding of image details, and determine the advantages and disadvantages
of each case.
Boa el hilwagh o By Y1 ks J e il e 3pad) Jua 38 VLAY U ) 45€3 g el gaill )
Sy gl o Mo 8 Gl 3 g Gl VLY e 3 il gling & Saunll iyl (multimedia)
dis add (51 e Lanleall L o Lenay(Cui Y Lals) Lualladl o) Ldaadl ol g ondlall ClSE e ) guall Ji
el day bl 4l ot pgall (o Alicly = ganae 2 Ay kW yuid g Lede) i ol gui Lgale g UYL A 7 jae e
Liiad Sy Y ) o agill GV Gudi A ) aall Jady 138 g6lals Tagia 3 y3em o Jpanll g5 ) guall dllas S
i Ll (5 g8 (e iing G (DES) puslsill iyl i ol Bk oy 4 e Jae oy Sanll 138 By 14 s
3 g —wall B LY ias )y (BITMAP) g 55 (3 Lagdsl ¢ 5 geall (30 (335 32 o 53 e W el y Blaial
Gl e e s—iny 52y (JPEG) ¢ 55 e (S g (painted) Lagusall guall Jia o) ) 3 s 7 il
=5 ORI GIS 8 Ol jpadl g ogpall yaatge e gl S e ) 205 e by 58 ) geall haiia 8 Laddiil)
.\.A\A'.i:\«..ui),mu.‘c Jgmaslly Llle 3 liS; 5y guaall (,]L._‘ clasly d“-!_’(DES) _»Im PLLJ&.LL:! die \A..Ld" Aaa

Keywords: DES algorithm, Image encryption, Bitmap, JPEG

1. Introduction

As the telecommunication technologies
grow rapidly, many applications such as
multimedia applications and military
applications needs to enter the era of visual
communications, especially visual crypto-
graphy. Transferring special images through
network (especially Internet) makes them
vulnerable to eavesdropping, so it is important
to employ encryption mechanism to hide all
the details of the image.

There are many methods that were
proposed for image encryption. Prashant,
Rsiddharth and Rajeev kumer [1] presented an
algorithm for image encryption which is
delivered across the web, it depends on
amalgamating two concepts-molecular
genetics and image patterning.

Maniccam and Bourbakis [2] proposed a
method, which performs both lossless
compression and encryption of binary, and
grayscale images based on SCAN patterns
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generated by the SCAN methodology. The
drawback of this methodology is that
compression-encryption takes longer time and
for only gray scale images.

This paper investigates the application of
Data Encryption Standard (DES)[3,4] as
popular encryption scheme on two kinds of
images. The Bitmap [5] image which are the
best choice for representing subtle gradations
of shades and color such as screen shots or
simple painted images, and the JPEG [6,7]
image which is the best for continuous tone
images such as photographs. In each case,
DES is applied to the image data bit stream
(i.e. does not include the image header). DES
is applied on a Bitmap image by dividing it
into 8-bytes blocks and specifying a scan path
along which the encryption algorithm is
performed. In the case of JPEG image, the bits
of the compressed image are rearranged by
decompressing the file and dividing it into 8-
bytes blocks and specifying a scan path along
which the encryption algorithm is performed.
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Also it makes comparison between both cases,
investigates the encryption result for efficiency
of hiding the entire voluminous data body of
an image, and determines the advantages and
disadvantages of each case.

This paper is organized as follows, section
2 provides a background of using DES to
encrypt the image, section 3 provides the
encryption of bitmap image, section 4 provides
the encryption of JPEG image, section 5 tests
the results, section 6 provides the conclusion
of the work.

2. Image encryption by DES

As with any encryption scheme, there are
two inputs to the encryption function, the
plane text to be encrypted and the encryption
key. In this case, the original image data bit

stream (not including the image header is
divided into 64-bits blocks (i.e. 8 bytes
blocks).

The first 64-bits block is entered as plane
text to the encryption function of DES, the
second input is the 64-bit encryption key
which is divided into two sub keys. Then it
followed by the next 64-bit block, and so on
with the scan path shown in fig. 1 (i.e. from
left to right and top to the bottom) until finish
the image data stream.

In the decryption process, the encrypted
image is also divided into 64-bits blocks from
top to bottom. The first 64-bits block is also
entered to DES decryption function and the
same encryption key is used to decrypt the
image, but the application of sub keys is
reversed. Then it followed by the next 64-bits
block, and so on with the same scan path was
taken to encrypt the original image as shown
in fig. 2.

3. Encryption of a bitmap image

The encryption of a bitmap image is
performed in similar way to the scheme
mentioned in the previous section. By
studying the bitmap file format shown in fig. 2
all the parts of the header file are determined
to know the star of bitmap pixels or bitmap
bits array, which differ in format depending on
the bitmap type (4-8-16,24 bit bitmap image).
The hytes of bitmap bits array may be also
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Fig.1. Image encryption by DES and the scan path used.

compressed and stored in raw order from left
to right with each row representing one scan
line of the image.

After then the bitmap array is entered to
DES encryption function, as mentioned
previously in section 2. The structure of a
bitmap file format and the beginning of
encryption process is determined in fig. 2.

Bitmap file header (4 bytes)
Beginning of the Bitmap info header (40 pytes)
encryption process % RGBQUAD __ (variable)

Byte bitmap bits|] (variable)

Fig. 2. Bitmap file format.
4. JPEG image encryption:

JPEG (joint photographic experts group) is
compression standard for continuous tone
images, grayscale and color image. It includes
two basic compression methods, each with
various modes of  operation “lossy
compression” and “losless compression”, we
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Fig. 3. Encryption of JPEG image.

are concerned with the first as it is the facility
that is most used.

The DES encryption algorithm is applied
on JPEG image after decompressing the image
as shown in fig. 3. Then, the JPEG file format
of decompressed image is studied and the
header file is determined to know the star of
JPEG bits array, on which the encryption is
performed with the same scheme in section 2.

Then the encrypted image is compressed
to get the encrypted JPEG image. In the
decryption process, DES is applied to the
encrypted image which is saved in a buffer
(before compression) on which the decryption
is performed with the same scheme in section
2 and then compress the file to get the original
JPEG image as shown in fig. 3.

5. Results

The method that was used for applying
DES on both Bitmap and JPEG images was
implemented in software using C++. Fig. 4-a
shows a continuous tone color JPEG image
and its corresponding encrypted JPEG image,
fig. 4-b shows a JPEG image that has large
area of single color or subtle gradations in
color. Fig 5-a shows a (8 bits/pixels) bitmap
images with many different colors (continuous

tone image) and its corresponding encrypted
Bitmap image, while fig. 5-b. shows a (8
bits/pixels) bitmap images with large area of a
single color and its corresponding encrypted
bitmap image.

6. Conclusions

This paper is concluded by making a
comparison between the application of DES on
bitmap and JPEG image.

The comparison shows that joint image

compression and encryption by DES is
achieving very efficient results in hiding all the
details of a continuous tone color image,
where compression can facilitate encryption
due to zero redundancy. In addition to using
DES gives our work a good security due to its
strength against attacking. But in the case of
an image that has a large area of a single
color, the results are little efficient.
For a bitmap image, the results of encryption
are inefficient in the case of an image that has
a large area of a single color or subtle
gradations in the color, and quite efficient
results in the case of a continuous tone image.
However in this case, the encryption process
is fast in comparing to the case of a JPEG
image, where encryption needs more
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Fig. 4. JPEG color image and its corresponding encrypted
JPEG image,
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Fig. 5. BMP image and its corresponding encrypted BMP
image.

computational cost due to the compression
and decompression of the image, and this
make the process is very slow.

In the future research, we would like to
determine how to improve results of
Encryption in case of Bitmap images,
especially the images that have a large area of

the same color or subtle gradations in colors
like screen shots and simple painted images.

Also we would like to increase the speed of
encryption in the case of JPEG images,
especially lossy compressed as the facility that
most used.
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